Abstract-The system proposed in this article aims to identify and recognize television users with the objective of offering personalized television programming. In this setting, the authentication and recommendation mechanisms used require to collect the necessary information in an implicit manner as much as possible, such that the leisure and entertainment objectives this broadcasting medium brings are not interrupted. The design proposed for the implementation of the interactive application uses an authentication process based on facial recognition and a recommendation algorithm based on contextual information, which is mainly implicitly captured. Experimental obtained results show that the system offers more accurate recommendations when the user exhibits a habitual behavior; e.g. watching TV programs of a same category in a specific channel and schedule.
I. INTRODUCTION
One of the advantages of digital television (DTV) is a more efficient use of the electromagnetic spectrum, which allows the transmission of a greater number of channels and the possibility of interaction between the user and the content provider. However, to reduce a possible information overload and improve the level of interactivity, it is necessary to identify who is in front of the television set, so that it is possible to recommend personalized programming. This is the fundamental goal of this article.
Considering the hundreds of available television programs that can be transmitted through different channels at any time of the day, the need for a system that is capable of generating personalized recommendations based on the user's preferences is observed; in this manner, it is possible to avoid tedious channel surfing until finding the sought-after program. Nevertheless, to achieve a much more personalized recommendation level, one alternative is the use of a method that allows the identification and verification of the users in front of the television. Although authentication and verification are two related processes, these have their differences. Thus, to identify a user it is enough to say who he/she is. However, the true problem is not only to confirm that someone is who they claim they are, but to verify it; this process is called authentication.
Some alternatives to authenticate a user have been described in the literature, such as: systems based on knowledge (e.g. password) [1] , systems based on a possession (e.g. smartcards) [2] , or systems based on a physical characteristic or also called biometric systems (e.g. face or voice recognition) [3] .
This article describes an application for DTV, which is implemented as a client-server model. The server side has a double objective: i) authenticate the viewers, and ii) recommend personalized programming, while the client side allows the user to directly interact with the application. It's necessary to point out that the application on the client side presents the electronic program guide (EPG) and the recommendations generated on the server. Additionally, as an alternative to the registration and session starts processes, the application can be executed from a mobile device.
The rest of the article is structured as follows. Section II reviews the studies related to this proposal. Section III describes the architecture of the recommendation system for digital television. The description of the authentication method and the recommendation algorithm are presented in section IV and V respectively. Section VI describes the experiment that was carried out with the objective of evaluating the proposed recommendation algorithm. Finally, the conclusions and future work are presented in section VII.
II. RELATED WORKS
This section describes some of the studies that make use of authentication methods and recommendation systems related to this work.
A. Authentication Methods
The studies presented in this section make use of authentication methods based on: passwords, smart cards, and biometric characteristics.
Kim [2] proposes a secure authentication method and a protocol for establishing passwords between the use of a smart card and a set-top box (STB). Kim indicates that the proposed outline is more efficient and secure than other outlines based on the use of smart cards.
In [4] the authors propose an improved version of the remote user authentication outline based on biometric characteristics through smart cards. They also point out that there are two problems on the application of personal biometric characteristics for remote authentication. One of the most important is 978-1-5386-3894-1/17/$31.00 ©2017 IEEE how to easily obtain some of these characteristics, which is why the results cannot be changed. The other problem is the difficulty in testing if the device is capable of verifying that the person is who he claims he is, since the biometric snapshot devices are situated remotely.
Moscoso Cabrera [5] suggests a system for DTV that uses the detection of mobile devices in real time through a Bluetooth client located in the STB as an authentication method. The author also discusses the limitations of this approach. For instance, the proposed one can detect other devices such as printers if these are in range of the STB.
The proposal presented in [6] documents a proof of concept and the evaluation of a Near Infrared camera (NIR) for the authentication of the iris in smart phones. The authors state that the preliminary results indicate that there are challenges to achieve a reliable recognition performance with the images captured using this device.
In [7] the authors propose a facial recognition system for smart televisions. In this study, the authors discuss that the rotation plans are frequently produced in cases of facial recognition in a television setting. They compensate for this problem by measuring the similarities between the left and right sub-regions' halves of the regions of the face.
Lastly, a security analysis carried out by [8] regarding the different authentication methods indicates that the systems based on something known present the problem that a password could be obtained through brute force attacks or social engineering, or the user could forget the password. On the other hand, [3] shows that the systems based on a physical characteristic have certain advantages over traditional methods due to these are not based on characteristics that can be forgotten, revealed, lost, or stolen.
B. Recommendation Systems
In this section a few recommendation systems based on techniques such as collaborative filter, filtered through content, and contexts based are described.
Cotter and Smyth [9] describe a hybrid recommendation system through the integration of two different strategies of information filter, reasoning based on cases and collaborative filter. In this proposal, the information of the user's profile is stored at the moment of registration in order to start the personalization process. However, most of the information collected to execute the recommendation process is given through the vote that a user gives to a particular program.
In [10] the authors propose a Web 2.0 application which uses a hybrid perspective, combining content filter techniques with collaborative filter. Additionally, they point out that the application offers advantages typical of any social network, such as the support for communication between users, as well as allowing the users to add and tag content, vote or make comments to the articles, etc. Thus, information is collected as feedback to offer recommendations.
In [11] , the authors describe a recommendation system that takes into account the context, using a similar design to that proposed by [12] . However, they state that the system is based exclusively on implicit information. Additionally, they point out that the recommendation of television programs is a special case in comparison with other types of recommendations, due to three reasons: the programs available change with time, there is a program catalog for a limited time, and the user's feedback tends to be implicit.
From the studies analyzed, it is possible to come to the following conclusions: [13] and [11] agreed that contextual information is important in recommendations system. In [13] , the authors also highlight that contextual information can be used in the different stages of the recommendation process. They show that several techniques that use contextual information can be combined under one recommendation approach. The recommendation systems proposed by [12] and [11] influenced our approach.
III. THE SYSTEM'S DESIGN
As it can be observed in Fig. 1 , the components that form the recommendation and authentication algorithm implemented on the server's side stand out. These two modules constitute the core of our system since they are in charge of identifying and recognizing a user and offering personalized recommendations.
The system receives as main inputs the commands send through the remote control to make requests. For the registration and start to the session processes the system uses a camera connected to the STB or a mobile device. In the figure there are two types of connections: the first is an external connection (represented by a wide arrow), which is in charge of external communication between the server's and client's components. The other is an internal connection (represented by a thin arrow), which is in charge of the internal communication between the components on each side.
The next paragraphs present a brief description of the main functions of the system:
• Server components: -Authentication Manager: It is the module in charge of user authentication through the management of two tasks. The first task executes the training process for the identification of users. As a result of the recognition process, the system sends a list of the identified users to the application in the STB. A more detailed description of this process can be seen in Section IV.
-Recommendation Manager: It is the module in charge of generating personalized user recommendations based on the information collected from the user's interactions and based on the current context, which in our case is the day and the hour. A more detailed description of the recommendation process can be seen in Section V.
-Interaction Manager: This component functions as an intermediary to manage the actions executed by the user.
• Set-Top Box (STB) components: -Log-In Manager: It is the component in charge of administrating users start-up process and of managing the response, which contains a list of user names that are identified.
-Sign up Manager: This component is in charge of managing the information given by a user during the registration process.
-Device Controller: The administration process of the images captured by the device selected by the user for its identification is managed by this component. A video camera and a mobile phone are the devices currently supported by the system.
-Request Manager: The objective of this component is to manage the requests and interactions made by the user; it is also in charge of displaying the responses sent by the server.
IV. USER AUTHENTICATION
This module is in charge of authenticating the users who are in front of the television with the goal of offering personalized recommendations. This task is executed by the system in two steps: a registration process where the user is identified and a verification process each time the user starts a new session in the application.
Facial recognition arises as the most suitable authentication technique from the point of view of television viewers, since it only requires their presence in front of a video camera located on top of the TV or STB. However, variable lighting conditions may decrease the effective recognition rate performance causing authentication errors. Current state of the art work in facial recognition assumes ideal room illumination conditions, hence, alternative and complementary authentication procedures are commonly used along with facial recognition. In our previous work [14] , we used the Eigenfaces technique to identify the members of a group of five users. This technique requires a small set of training images for each user in different poses, which are used to generate a feature subspace where each user can be clearly identified. Each time an input face needs to be recognized, the system computes a projection of the picture onto this features subspace and estimates the identity of the user based on the comparison of an euclidean distance measurement.
Eigenfaces technique requires a previous step that locates users' faces within the images captured by the video camera. This stage is performed by a highly efficient Haar cascade features detector that locates user faces very accurately. Some modifications were implemented to adapt the recognition algorithm to the authentication process used for this study. Additionally, a finite-state machine (FSM) was designed and implemented to serve as a bridge between the server implemented in Java and the authentication system implemented in C#. The FSM controls the activities that the viewers have allowed in the system.
Following is an explanation of the FSM implemented by the system in the authentication process when the user wants to start a session. The another FSM when the user wants to register or add a new profile is not explained due to space reasons.
• FSM actions for start session request or user verification: -Video Capture: A camera connected to the STB records a video (30 sec.) of the user who wants to start the session on the system or in the case that the user has already started a session, a video will be recorded to verify if the user is still present.
-Sends Video: Once the video has been recorded, it is sent to the server to identify the user while the clients wait for a response.
-Status Machine Process: When the video is in the server's storage, depending on the action the user has requested, the status machine will carry out the corresponding activity to arrive to the requested status.
-Recognition Process: After the status has changed, the video goes through the process of recognition. First, the first frame of the video is taken and is transformed into a grayscale format. After, a Haar cascade based detector identifies the faces in the image; in case the detector does not detect any face, the next video frame is taken. This process is repeated until the video ends. When a face is detected, the "Eigenfaces" technique is used for the recognition of the user. It is important to point out that if the video ends and no face is detected or the user is not identified, the results would be "Unknown." But if the recognition process is successful, the result would be the name of the recognized user.
-Sends Results: After the recognition process ends, the results are sent to the client.
-Receives Results: Finally, the application on the client side presents the corresponding screen depending on the results which have been received.
Having described the authentication process, the next section describes the recommendation algorithm implemented in the system.
V. RECOMMENDATION SYSTEM
The purpose of this module is to generate a personalized list of television programming for the user, based on contextual information. Considering the television viewer's setting, the information from context is determined by the data about the hour and the specific day in which the user watches a program. Additionally, this contextual information is completed with the information about the programs transmitted on a certain day and hour.
In the following sections, the approach followed in the different recommendations stage is explained.
A. Information Collection Phase
This stage, as indicated by [15] collects relevant information about the users to generate a user profile or model for the prediction of tasks, including user attributes, his/her behavior, or the content of the resources which the user accessed. In our approach, it was decided to use a hybrid system of data collection for the configuration of the user's profile.
On the one hand, the system uses an implicit collection process, where the user's preferences are inferred automatically, monitoring the user's interaction with the television. The history of the programs watched and the time each program is watched are the main elements monitored. On the other hand, the system uses an explicit collection process, collecting the data given by the user when he/she registers to the platform. The most important characteristic supplied by the user is a list that contains the categories the user prefers when choosing a TV program. The preferences in the programming categories entered by the user serve to help reduce the cold start problem 1 , which is explained later on. All the relevant information related to the user's history is stored in the database. The stored data are: user's name, date, program, start and end time of the program, channel, and the time spent watching. These data are collected automatically by the system when the user interacts with the application. This information allows us to know, for example, the day and time in which the user watched a specific program, the channel it was transmitted through, and the time spent watching it. It is worth mentioning that this phase is only available for those users who have started a session on the system.
B. Filtering Phase
This phase is in charge of obtaining the relevant data for the recommendation process, by applying filters based on context and filters based on content. To execute the filtering process nine SQL searches have been designed in three groups (programs, channels, and categories). First, the program list is obtained from the EPG based on the day of the week and the current time. These values are considered as context for the filters. It's worth mentioning that the values of the timetables are the same as those used by [11] in their study. The timetables represent different television programs time zones. After the list is obtained, each group search is executed taking the information of each program on such list. Each group uses different parameters, but all use the user's information as a common parameter. The parameters for each search group are:
Search group based on programs/channels/categories: For each search group, three data groups are obtained as a result of three different searches.
• General search: A combination with all the programs/channels/categories watched by the user.
• Search according to the day of the week: A combination of all the programs/channels watched by the user on a specific day or all the selected categories by the user.
• Search according to the Schedule: A combination with all the programs/channels watched by the user on a specific schedule or all the categories the program has. After the information from the searches is obtained, the attributes A (total time used ts or total number of times watched cv) are normalized in a range between [0, 1]. Thus, the results from the normalization are considered as the rating R for each I k object in each S j combination obtained by the searches for a user u. Later, the degree of interest for each Q i search group is calculated as an average of the rating of each group. The advantage of this step is that the results can be adapted in case the preference for a certain program change.
However, the normalization for the searches based on categories has an extra step. After the general search is executed, the categories ct i in the group of GCt results are compared to the categories ct j in the combination UCt obtained by the search by preferences. It should be noted that if ct i is equal to ct j , this one will have a weight w of 0.9 since the categories are preferred by the user; otherwise, it will be 0.1. Therefore, if
Otherwise, if
Finally, the normalization and the level of interest are calculated in the following manner:
It is important to indicate that when Q i is equal to categories and p is the current program, the equation would be:
C. Recommendation Stage
In this stage, the list of recommendations is created with information from programs that the user would like to see. In the proposal, a similar focus is used to the one reported by [16] to estimate the user's preference u for p i a program based on the context C (weekday and time). The preference is a function of value based on average weight of the levels of interest. Therefore, the preference is calculated as follows.
pref erence(C, u, p i ) =w 1 * level of interes 1 + . . . + w k * level of interes k (6) Relevance was considered at the time of determining the weights for each level of interest. As a result, for the user, the program and its content are more relevant than the channel itself in the proposal. Thus, the level of interest showed in the enquiries based on programs has a weight of 0.4, the same weight was assigned to the enquiries based on categories, and a weight of 0.2 was given to the enquiries based on channels. Finally, a threshold value was used to discard those programs that are not of the user's interest. Consequently, the preference value has to be higher or equal to the threshold one in order for a program to be significant for the user and to be included in the recommendations list. The threshold value was empirically determined and has a value of 0.05; however, this value could be modified as long as the user record continues to increase.
VI. EVALUATION
In this section, the experiment used to evaluate some aspects related to the quality of the recommendation algorithm is described. Regarding to accuracy of the face detection algorithm, in our experimental setting, users were located in front of a computer that simulates the TV screen, we obtained a 98% of successful single user face recognition rate under homogeneous lighting conditions and different home backgrounds considering a screen-user separation ranging from 50 to 100 cm. Our observations for multiple user recognitions evaluated under similar conditions demonstrate that recognition rate decreases linearly as the number of users grows [14] .
A. Data set
The data set employed contains information related to TV preferences from a group of 22 undergraduate students; 15 males and 7 females, with an average age of 21 years old. They took the class "Digital Television" as part of the System Engineering program of the University of Cuenca. This set of data encompasses EPG with eight channels and a description of 4,727 programs and the users' watching records.
The record contains 2,640 users' TV preferences registered from May 16, 2016 to June 6, 2016 . Due to the lack of digital television transmission that allows to configure a real scenario for collecting the user's television preferences, then, the data was collected through a survey. This survey had two parts; the first one asked students' personal information such as name, age, gender, and program categories they prefer. The second part was a three-week program grid where the student had to select the program he would watch on his preferred time. Each column has a specific date that the program was watched, the name of the program, the time it starts and ends, the channel identifier, the user name, and the seconds they watched. It is important to mention that the date, the time it starts and ends were used as context for the recommendation system. It should be said that the date is related to the information collection phase previously described in section V-A.
After collecting all the information for the training of the recommendation algorithm, a second group of information was used to do the algorithm tests. The information for this second group of information was collected through a second survey which was filled out by the same group of students. This survey contained a one-week program grid. The difference between the grid from the first and second grid is that the latter grid contained less programs for each time, due to the fact that students had to choose at least a program and at the most three programs on each grid. Therefore, a program had to be marked green to show it was the main program the user would select; if they chose more than one program, these had to be marked yellow to indicate they are secondary programs.
B. Evaluation Metrics
To evaluate the performance of the proposed recommendation algorithm proposed we used precision and recall measures which are usually part of information recuperation processes. In the proposal, precision represents the correct number of TV programs provided by the system, divided by the total number of programs provided by the whole system. To calculate the value of recall, the correct number of programs provided by the system is divided by the number of correct programs (provided by the user on the second survey).
It's important to mention that a program is considered to be correct if the program appears first on the list of recommendation for precision, while in the case of recall, it is considered to be correct when the program appears on the recommendation list regardless of its location
The recommendation algorithm was executed using each time from Table I and Table II , and the information given in the second survey by each user. The objective is to evaluate the efficiency of the algorithm in generating recommendations for new users (cold start problem) and for old users (those who already have records in the system). Table I and Table II show the results obtained from the recommendation algorithm on each program schedule. One important point from Table I is that the effectiveness of the algorithm when the information of the categories given by the new users of the system (cold starting problem) is positive. Due to this, there is no difference between the results for precision and recall as well.
C. Results
On Table II , an increase of 14% in the recall value with respect to the valued obtained on Table I can be observed. We used records of the information given by the users on the first survey to calculate the information of Table I . Thus, the algorithm presents more personalized recommendations based on the user's behavior. In addition, the precision value, in general has a 25% decrease because the user showed an unusual behavior in the choice of his television preferences. An explanation of this behavior is the existence of unusual programs in the TV schedule that captured the attention of the user.
It is important to point out that the results on each metrics helped to analyze the different scenarios that the algorithm could experiment as follows.
Best recommendations: It is when a user exhibits a clear behavior or watching patterns, or well established preferences regarding types of TV program watching. The best values: precision and recall were obtained for those user's types.
Worst recommendations:
The worst values of recommendation are obtained when the user had an uncertain behavior. This means that the programs seen by a user do not follow any determined pattern. For example, the user watches a sports program one day but does not watch it again. These types of users could actually watch programs from multiple categories not following a deterministic pattern.
VII. CONCLUSIONS
In this article, a DTV interactive application is proposed that has been developed using middleware Ginga. This application allows to authenticate users who are sitting in front of the television and to offer them personalized recommendations based on user and TV interactions. For the sign up and sign in processes a face recognition algorithm was used, which is based on a previous work [14] . In addition, the system implements a context based recommendation that uses filter techniques through the use of implicit data collected from the interaction between the user and the Ginga application. The recommendation system complements the filtered information after using the information provided by the user during the sign up process. The evaluation of the recommendation system shows that the best results were achieved on tests that involved new users (cold starting problem). For those users that had records in the system, the tests showed that the algorithm obtains acceptable results, especially when users follow certain watching patterns. Although the findings shown in this article constitute interesting results, the authors consider that further evaluation needs to be done involving users in a real environment. Moreover, we believe further evaluation on a different data set and including more users is needed in order to observe new results and to contrast them with the current implementation state of the system.
